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SeaLink Travel Group GDPR Privacy Notice
ABOUT THIS NOTICE
This Privacy Notice (Notice) applies to SeaLink Travel Group Limited ABN 49 109 078 257 ACN 116 218 109 and its related entities (collectively, SeaLink, we, our and us) in relation to the collection and Processing of your Personal Data where such Processing is subject to the application of the General Data Protection Regulation 2016/679 (GDPR), which may include where you are in the European Economic Area (EEA).
This Notice explains who we are, what information we collect about you, how we use it (including who we share that information with), how to find further details about our use of cookies, and your rights and choices regarding your Personal Data when you use our Services, our websites and other digital platforms, or where we otherwise communicate with you. 
For the purposes of this Notice, SeaLink is a "controller" as that term is defined under the GDPR in relation to our use and Processing of your Personal Data. 
This Notice may be amended or updated from time to time to account for changes in our practices in relation to the Processing of your Personal Data. As such, we encourage you to routinely review this Notice for further updates.
If you have any questions or concerns about our use of your Personal Data, then please contact us using the contact details below.
DEFINITIONS
Personal Data means any information about any individual (whether or not the individual is directly identifiable) as defined under GDPR or any other applicable law.
Process, Processed or Processing means anything done with any Personal Data, whether or not by automated means, including but not limited to collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, erasure or destruction.
Services means the services of a commercial nature that we provide which include without limitation products and services in relation to our marine & tourism operations and public transport operations.
CATEGORIES OF PERSONAL DATA WE MAY PROCESS
The Personal Data we Process about you will depend on the nature of the relationship we have with you, the Services we are providing and the particulars of any dealing we have with you. Generally, it will relate to information we need to facilitate your use of our Services and to arrange bookings and travel on your behalf.
The Personal Data we Process about you may include:
contact information such name, address, telephone numbers, email address and organisation details (e.g. your place of work and title);
financial and billing information such as bank details, credit card details and other payment related information;
information supplied by third parties about you related to your dealings with us;
information relevant to your use of our Services including but not limited to dietary and health issues (as applicable);
other details relevant to your travel arrangements or as required by the relevant travel partners (e.g. accommodation or other travel providers); 
in the event you apply for a job with SeaLink, employment related information such employment history, education, qualifications, licences, right to work status, and your interviews and other interactions with us.  It may also include information arising from reference checks, police checks, background and other screening checks, and special categories of Personal Data such your professional or trade association memberships, union memberships, health information and criminal history; 
marketing preferences;  
information obtained through the use of CCTV and other surveillance on our terminals, facilities, vessels and vehicles; 
browser and device usage information; and 
otherwise information as permitted or required by law.
Other than as noted above, generally, we will not collect sensitive categories of Personal Data about you. In the event we collect sensitive categories of Personal Data, we do so as permitted or otherwise authorised by law.
COLLECTION OF PERSONAL DATA
Generally, we collect your Personal Data directly from you, for example, when you send us information, use our Services or during communications with you.
We may also collect Personal Data:
· through our websites and by other electronic communication channels (e.g. when you send us an email);
· through third parties, such as travel agents, wholesalers, tourism associated and booking agents, who provide us with Personal Data about you on your behalf;
· where you are applying for employment with us, from academic institutions, recruiters, screening check providers, professional and trade associations, law enforcement agencies, referees and your current and previous employers;
· from publicly available sources of information; and
· when we are otherwise permitted or required to do so by law.
If you provide us with Personal about a third party, you represent, and we collect it on the basis that, the person agrees that we may collect and handle their Personal Data in accordance with this Privacy Notice. 
Please note that if you do not provide us with your Personal Data we may not be able to provide you with any information, or otherwise provide our Services.
WHAT WE DO WITH YOUR PERSONAL DATA
We Process your Personal Data for the purpose of providing our Services (or if you are applying for a job with us, in order to assess your application, and if successful, manage your ongoing employment with us). We may also Process your Personal Data as part of operating our business, compliance with our contractual and other legal obligations, improving our Services or websites, obtaining feedback, providing further information about our Services to you or as otherwise permitted or authorised by law. Such internal purposes include for our accounting, record keeping, archiving, product development and staff training purposes.
Where we Process your Personal Data, we do so on lawful bases as set out below.
	Purpose for Processing your Personal Data
	Lawful basis for Processing

	For purposes in relation to the provision of our Services such as:
· responding to your enquiries; or
· to send you your booking confirmation and provide the requested Services to you;
· to provide you with information about the status of our Services, and keep you informed of any changes to your itinerary (as required);
· resolving complaints or disputes with you;  or 
· providing our Services to you or third parties who have requested our Processing of Personal Data.
	· It may be necessary to Process your Personal Data in order to perform a contract with you or your clients; or
· We have a legitimate interest for Processing your Personal Data for the purpose of providing our Services to you or your clients; or
· In some cases, we may Process your Personal Data for these purposes with your consent.

	For purposes in relation to your application for employment with us:
· to assess your application; or
· to conduct screening checks; or
· to contact you regarding other positions that may become available.
	· We have a legitimate interest for Processing your Personal Data; or
· The Processing is necessary for compliance with a legal obligation; or
· In some cases, we may Process your Personal Data for these purposes with your consent.

	For purposes related to your employment with us such as:
· managing your ongoing employment with us and related activities including providing feedback, training, performance, recreation, leave, job fitness, disciplining, resignation, termination, payroll and benefits (such as taxation, banking and superannuation), management of qualifications;
· those relating to the management of SeaLink facilities, vessels, vehicles, IT infrastructure and other assets (such as matters relating to security, health and safety, attendance and use of such assets by personnel including verifying the identity of those personnel and monitoring their attendance and use of assets through CCTV and other audio, visual and electronic surveillance); and
· purposes relating to insurance, legal, regulatory and compliance obligations and other administrative purposes.
	· We have a legitimate interest for Processing your Personal Data; or
· The Processing is necessary for compliance with a legal obligation; or
· In some cases, we may Process your Personal Data for these purposes with your consent.

	Purposes related to the operation of our business such as:
· Obtaining legal advice or otherwise exercising or defending our legal rights; or
· Managing payments, billing and collections of fees; or
· Monitoring, analysing and improving the functionality of our websites, platforms and processes; or
· Ensuring the security of our communications and other processes/property that is required to operate our business; or
· Where we sell or restructure any parts of our business, to respond to queries from prospective buyers; or
· To train our staff; or
· As part of reviewing and improving our business practices (including by seeking your feedback).
	· The Processing is necessary for compliance with a legal obligation; or
· We have a legitimate interest in carrying out the Processing as part of providing our Services and operating our business; or
· As part of performing a contract with you.

	Legal and regulatory compliance purposes such as:
· Complying with our legal and regulatory obligations; or
· Monitoring our systems to prevent illegal or fraudulent activity; or
· Comply with instructions and order from other law enforcement agencies, courts or as otherwise required by law; or
· For insurance purposes.
	· The Processing is necessary for compliance with a legal obligation; or
· We have a legitimate interest in carrying out the Processing.

	Marketing or providing you with electronic communications about our Services
	Where we Process your Personal Data for this purpose we do so with your consent.



If you do not agree with our legal basis for Processing your Personal Data, or otherwise provide us with your Personal Data, we may not be able to provide our Services to you (or assess your application for employment where applicable).
From time to time we may use your Personal Data to provide you with information about our Services or us that may be of interest to you. These may include, but are not limited to, mail outs, electronic communications and as other means as applicable. If at any time you no do not wish to receive any additional material from us, please contact our Privacy Officer (using the details below) and we will remove your details from our marketing database and unsubscribe you from receiving such communications.
DISCLOSURE OF YOUR PERSONAL DATA
We share your Personal Data with other organisations in accordance with the purposes for which we Process your Personal Data as described above.
This may include:
sharing your Personal Data with related entities of SeaLink;
sharing your Personal Data at your request including to your representatives and others acting on your behalf;
sharing your Personal Data with travel service providers and other third party suppliers such as travel agents, wholesalers, tourism associated and booking agents who engage our Services on your behalf or who assist us in providing our Services to you;
sharing your Personal Data with third parties who provide us with services or assist with the provision of Services to you (such as payment merchants, cloud services providers, supplied of IT based services, promotion partners and other administrative service providers such as mail houses who may carry out specialised activities on our behalf and our external business advisers); 
in relation to employees or prospective employees of SeaLink, sharing your Personal Data with your representatives (including unions), our service providers including providers of payroll, banking, personnel benefits, background and screening checks, surveillance and training services, and other relevant third parties such as our agents, advisors and law enforcement agencies; 
sharing your Personal Data with government authorities and other public authorities; and
where we are otherwise permitted or required by law to disclose your Personal Data.
Where we share your Personal Data with third parties, we will ensure that we have sufficient arrangements in place to protect your Personal Data and impose appropriate restrictions on their Processing of your Personal Data.
INTERNATIONAL TRANSFER OF PERSONAL DATA
As SeaLink is primarily based in Australia, we may transfer your Personal Data to recipients in countries outside the EEA including to companies in the SeaLink group in the United Kingdom, Australia and Singapore. Where we transfer Personal Data from the EEA to a recipient outside the EEA, we ensure that appropriate safeguards in relation to the data transfer are in place.
If you would like any further information in relation to the relevant safeguards used by us to ensure the protection of your Personal Data when it is transferred outside the EEA, please contact our Privacy Officer via the details specified below. 
HOW LONG WE RETAIN YOUR PERSONAL DATA
We will retain your Personal Data as necessary for the purposes for which we are Processing the Personal Data. Generally, this will depend on a number of factors, including:
any applicable law or regulations we are required to comply with;
our insurance requirements;
governance obligations in our IT back-up records;
the type of information we hold about you; and
whether we require the information as a result of any legal dispute with you or any third party.
KEEPING YOUR PERSONAL DATA SECURE
We endeavour to keep our information systems and files secured from unauthorised access.  Those who work with us are aware of the legal obligations in respect to confidentiality and the importance we place on protecting your privacy.
Our procedures to securely store Personal Data include the use of electronic and physical security measures, staff training and use of security software.
However, please note that the transmission of any Personal Data over the internet is not secure and we cannot guarantee the security of any data sent to us in this manner. Transmission of data over the internet is at your own risk.
COOKIES
Our websites and online platforms cookies. For information regarding how we use cookies and similar technologies, please view SeaLink’s External Privacy Statement [insert link to External Privacy Statement].
YOUR RIGHTS IN RELATION TO YOUR PERSONAL DATA
Where we Process your Personal Data on the basis of your consent, you have the right to withdraw your consent at any time. If you decide to withdraw your consent, we will stop Processing your Personal Data for that purpose, unless there is another lawful basis we can rely on (in which case we will let you know).
Where our processing of your Personal Data is based on the legitimate interests lawful basis (see Personal Data purposes table above), you can object to this processing at any time. If you do this, we will need to show either a compelling reason why our processing should continue, which overrides your interests, rights and freedoms or that the processing is necessary for us to establish, exercise or defend a legal claim.
Where we are processing your Personal Data for direct marketing purposes, you have the right to object to that processing.
Subject to any applicable law, you may have also have a number of additional rights in relation to our Processing of your Personal Information, including:
the right to not provide your Personal Data to us (however, if you do not provide us with your Personal Data, we may be unable to provide you with our Services);
the right to request access to your Personal Data;
the right to request information about the nature, Processing and disclosure of your Personal Data;
the right to request correction of any inaccuracies in your Personal Data;
the right to request the erasure of your Personal Data;
the right to restrict Processing of your Personal Data (such as in relation to direct marketing purposes);
the right to receive your Personal Data which you have provided to us in machine readable format, where we are Processing it on the basis of your consent or because it is necessary for your contract with us and where the processing is automated and
the right to lodge a complaint with a Data Protection Authority regarding our Processing of your Personal Data.
If you want to exercise any of your rights as described above, or to enquire further about your rights, any provision of this Notice, or our Processing of your Personal Data, please contact us by emailing our Privacy Officer via the details specified below. 
UPDATES TO THIS NOTICE
This document sets out our current Notice in relation to our Processing of your Personal Data. Our Notice will be updated periodically, with the updated version posted on our Websites.
CONTACT DETAILS
If you would like further information about this Privacy Notice or if you have any concerns over the protection of the information you have given to us or that we have collected from others, please contact our Privacy Officer at privacy@sealink.com.au or by mail at:
Attention: The Privacy Officer
		SeaLink Travel Group Limited
		Level 3
		26 Flinders Street
		ADELAIDE  SA  5000

More information about your rights and our obligations in respect to privacy and information on making a privacy complaint are available from the relevant data protection supervisory authorities in your jurisdiction. Please contact the relevant data protection supervisory authorities in your jurisdiction for further guidance in this respect. 
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